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Answer Key	129


Glossary with key vocabulary	146


National Education Standards	155





Topic: Consumer Protection


Subject Connections: Social Studies, English Language Arts, Technology	


Time Required: 70 minutes (excluding Extended Exploration activities


Learning Objectives: 


Students will be able to…


Explain identity theft


Evaluate consumer rights and protection laws


Demonstrate how to protect personal information


Supplies: 


Projector (for teacher presentation slides)


Access to the Internet


Preparation: 


Make copies of student handouts


Set up projector with presentation slides


Student Handouts:�(found in Student Guide)


Spot Identity Theft


This Job, Not That Job


Steps to Take 











Teacher Presentation Slides:


Identity Theft


What Do Thieves Do with Your Information?


Types of Identity Theft (3)


Job Scams


Essential Questions:


What is identity theft? 


How do I protect myself?


Assessment Activities:


PRE-ASSESSMENT:


Identity Theft slide


What Do Thieves Do with Your Information? slide


POST-ASSESSMENT:


Spot Identity Theft handout


This Job, Not That Job handout


Steps to Take handout


Money Smart Portfolio:


This Job, Not That Job handout


Steps to Take handout 











�



Instruction Steps							


Warm Up 


You Are The Only You, Right?	 [10 minutes] 


Open the lesson by showing the Identity Theft slide. Tell students there is only one of each of you. Or is there? DNA analysis can prove you are the only you scientifically, but there are many crafty criminals that may be able to steal personal information (for example: your Social Security number, birth date, or credit card numbers) and use your identity to commit fraud or other crimes. 


Tell students that identity theft is a serious problem because, despite the efforts of law enforcement, identity theft is becoming more sophisticated and the number of new victims is growing. If the crime is not detected early, you may face months or years of cleaning up the damage to your reputation and credit rating. You may even lose out on loans, jobs, and other opportunities.


Next, display the What Do Thieves Do with Your Information? slide and review the motives behind identity theft.


Guided Exploration


Compromising Information  [25 minutes]


Share the (3) Types of Identity Theft slides and review each of the different tactics thieves use to steal information. 


Phishing is when criminals send out unsolicited, or “spam,” e-mails that appear to be from a legitimate source: perhaps from your bank, school, well-known merchants, Internet service provider, or even a trusted government agency (for example: the FDIC). Criminals attempt to trick you into divulging personal information.


Pharming is when criminals seek to obtain personal or private information by making fake websites that appear legitimate. Your browser will even show that you are at the correct website. This makes pharming more difficult to detect than phishing.


Text message spam is similar to e-mail spam, but on your cell phone. Criminals often text offers of free gifts or low-cost credit offers with a link. Clicking the link can install malware on your phone, which is how your personal information is captured.


MONEY SMART TIP!


Show students the Phishy video series (Phishy Home, Phishy Office, and Phishy Store) �(1 min. each) from OnGuardOnline.gov and discuss the scenarios in each video. � HYPERLINK "http://www.onguardonline.gov/media" �http://www.onguardonline.gov/media�








Invite students to share experiences they have had with phishing, pharming, or text message spam. Ask students if they have ever received any spam e-mails or texts and what they did when it happened. Explain that if an offer sounds too good to be true, then it probably is! 


Next, ask students how they think they can protect themselves and what could be some ways to avoid identity theft. Invite students to share their answers, and emphasize that we can take the following actions to protect ourselves:


Do not share Social Security number, credit/debit card numbers, PIN numbers, or passwords.


Always review bank statements thoroughly.


Online, only “friend” people you know.


Shred old documents that include personal information such as account numbers and Social Security number.


Create strong passwords that are not easy to guess. A mix of numbers, symbols, capital letters, and lowercase letters is more secure.


Grade-Level Modifications: 


Beginner: Share with students additional examples of the types of identity theft and make sure students can identify the differences among each before moving on to the Free Exploration section.


Advanced: Have students research current events and find a news article that addresses    any of the types of identity theft. Have students present their article and analyze it together     as a class. For recent examples, visit the Federal Trade Commission’s Scam Alerts at � HYPERLINK "http://www.consumer.ftc.gov/scam-alerts" �http://www.consumer.ftc.gov/scam-alerts�.


Help students understand that, in addition to taking actions to protect themselves by not oversharing, they are also protected by law. Explain that federal law requires financial institutions to keep your personal financial information private and ensures that the general public does not have access to your personal financial information. Tell students that federal privacy laws give them the right to stop or “opt out” of sharing some of their personal financial information, and that, if you opt out, you limit the extent to which the company can provide your personal financial information to nonaffiliates, or groups outside of the company.


MONEY SMART TIP!


Discuss with students the importance of contacting credit-reporting agencies in the event of identity theft and checking your credit score. Refer to Lesson 7, Capacity, Character, Collateral, Capital, for more information on the three major credit-reporting agencies: Equifax (www.equifax.com), Experian (www.experian.com), and TransUnion (� HYPERLINK "http://www.transunion.com" �www.transunion.com�).


Next, distribute the Spot Identity Theft handout and review each scenario. Ask students to raise their hands for “Yes” or “No” for each story, and then engage students in a discussion about why or why not identity theft is possible.





MONEY SMART TIP!


In today’s online world, students often share personal information freely, without fully considering who exactly might have access to that information. Ask students whether they know what personal information is and is not OK to share about themselves online. Tell students that, if they participate in online discussions or social media, personal information such as their full name, Social Security number, bank account numbers, or parents’ credit card account numbers should always be kept private. Personal information such as what movies they like to watch or the names of books they like to read are generally OK to share when participating in social media or other online environments.


independent Exploration 


Note: These activities are more independent than the Guided Exploration activities and may be used as homework assignments, collaborative group work, or independent study.		


More Scams  [30 minutes]


Tell students that it is not just spam we have to be on the lookout for and that there are other scams that can cause significant financial turmoil. Display the Job Scams slide and review with students that employment scams are growing in popularity among criminals because they offer a “solution” to finding work, such as a paid certification or training with the promise of a job at the end—only the job never comes. The criminals take your cash and move on to the next victim.


Distribute the This Job, Not That Job handout and have students work together in small groups to analyze each of the job offerings. Challenge each group to identify which job is legitimate and which is not, documenting their supporting reasons. 


Invite volunteers to share their conclusions with the class, and review why one job offer is more credible than the other. Reiterate that employment scams often make false promises, and if an opportunity sounds too good to be true, then it likely is. 


MONEY SMART TIP!


Share and discuss with students the Job Scams video (3 minutes) from the Federal Trade Commission’s website at � HYPERLINK "http://www.consumer.ftc.gov/articles/0243-job-scams" �http://www.consumer.ftc.gov/articles/0243-job-scams�. Expand the discussion of scams by reviewing the many additional kinds of fraudulent behavior at OnGuardOnline.gov (� HYPERLINK "http://www.onguardonline.gov/topics/avoid-scams" �http://www.onguardonline.gov/topics/avoid-scams�).


Next, tell students that being aware of the types of spams and scams to look out for is critical, but it is also important to know what to do if their personal data are compromised. Ask students what steps they think they should take if they suspect their identity has been stolen.


Distribute the Steps to Take handout and have students work in small groups to gather research and complete the worksheet.


Invite volunteers to share their answers with the class and help students understand that taking no action when you suspect identity theft is not a good approach. It is better to address the issue and seek assistance in resolving it so that minimum financial damage is done.


Wrap Up 									


Shield of Protection  [5 minutes]


Close the lesson by asking students to write a brief reflection to the following prompt: Using what     you have learned in this lesson, define what you will do to help create a shield of protection for your personal data.





Extended exploration	


Note: Use the following ideas to extend financial literacy concepts throughout the school year within core content areas through English Language Arts, Math, Social Studies and Economics, and Technology activities, projects, and discussions. Duration of activities will vary.


English Language Arts


Writing Prompts: 


Why is cybercrime so popular? What is it about the Internet that has made it possible for thieves to expand their network of crimes?


What rights do you feel you should have as a consumer in order to keep your identity safe and protected?


What role should the government play in protecting your privacy rights?


Suggested Readings: 


Taking Charge: What to Do if Your Identity Is Stolen by The Federal Trade Commission: Learn about the steps to take if your identity becomes compromised. � HYPERLINK "http://www.consumer.ftc.gov/articles/pdf-0009-taking-charge.pdf" �http://www.consumer.ftc.gov/articles/pdf-0009-taking-charge.pdf� 


When a Criminal’s Cover Is Your Identity by the FDIC: Read a checklist for identity theft prevention and what to do if your identity is stolen. � HYPERLINK "https://www.fdic.gov/consumers/privacy/criminalscover/index.html" �https://www.fdic.gov/consumers/privacy/criminalscover/index.html� 


Fraud by the Consumer Financial Protection Bureau: Read about the steps to take if your credit or debit card may have been stolen. � HYPERLINK "http://www.consumerfinance.gov/blog/category/fraud/" �http://www.consumerfinance.gov/blog/category/fraud/�  


Mathematics


Activity/Project Ideas: 


Have students review identity theft statistics and calculate the probability of becoming a victim of identity theft based on national averages.





Social Studies and Economics


Discussion Topics:


Explore and discuss what role the government should play in protecting citizens from identity theft.


Discuss identity theft on a global level and compare how identity thieves work around the world. Use examples such as the widely known “Nigerian” e-mail scam. � HYPERLINK "http://www.onguardonline.gov/articles/0002l-nigerian-email-scam" �http://www.onguardonline.gov/articles/0002l-nigerian-email-scam�


Technology


Online Resources: 


Spam Scan Slam by OnGuardOnline: An online game that tests students’ ability to identify potential spam scams. � HYPERLINK "http://www.onguardonline.gov/media/game-0012-spam-scam-slam" �http://www.onguardonline.gov/media/game-0012-spam-scam-slam� 


Phishing Scams by OnGuardOnline: An online game that tests students’ ability to identify potential phishing scams. � HYPERLINK "https://www.onguardonline.gov/media/game-0011-phishing-scams" �https://www.onguardonline.gov/media/game-0011-phishing-scams� 


ID Theft FaceOff by OnGuardOnline: An online game that tests students’ knowledge of the steps to take when their identity has been compromised. 


Consumer Financial Privacy by the FDIC: A web resource for understanding financial privacy and how to protect your identity. � HYPERLINK "https://www.fdic.gov/consumers/privacy/index.html" �https://www.fdic.gov/consumers/privacy/index.html�  





Lesson Overview 


In this lesson, students explore identity theft, prevention strategies for protecting personal information, and the consequences of identity theft in different real-world scenarios. From phishing, pharming, and text message scams to detecting employment fraud, students learn how to differentiate between multiple unethical deceptions. After identifying identity compromises, students also research methods to protect themselves through consumer rights and discover ways to prevent identity theft. Students learn the essential steps to take if their information has been breached and what to do after those first action steps are taken.
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